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NCMEC/Netsmartz

NCMEC Videos from Netsmartz- they have a range of videos, the ones mentioned below

are probably appropriate for 7™ grade and up audience. For younger viewers, the Into the
Cloud series would be good for elementary school and NS Teens for 5%/6'" grade.

It’s called Sextortion - available in Spanish - a short video discussing a form of online
extortion that targets boys.

Healthy Relationships - available in Spanish - a short video that depicts unhealthy
relationship behavior and how one might recognize and respond to this.

Your Photo Fate -a short video about the consequences of sending photos and things to
consider before you do, also available in Spanish.

“Friend or Fake™ good for 51/6'" grade -lighter version of inappropriate/unhealthy
relationships and sextortion content from NS Teens.

“Mike-tosis” - good for discussing information spread (rumors and photos)

No Escape Room - simulated sextortion encounter

Al/Roblox
e Links and tips about Al from NCMEC
e Al Chat facts sheets from 2025, APA and Healthychildren.org
e Al Content from Thorn - Deepfake Nudes, etc.
e Whatis Roblox? Saf ide for parents | Internet Matter

Thorn

2024 Youth Monitoring Data about from Thorn - check out all their data.

o Here's their site for parents as well
Issue Page - walks through issues people might have with internet safety

Site for youth - geared towards teens
Stop Sextortion Cat Video

Safe Connections Guide

o O O O



https://www.missingkids.org/netsmartz/videos#featuredvideos
https://www.missingkids.org/netsmartz/home
https://youtu.be/d5b1XZAkTIk?feature=shared
https://noescaperoom.org/
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/ai-and-child-safety-online-guide-parents_caregiver.pdf
https://www.missingkids.org/theissues/generative-ai
https://www.apa.org/topics/artificial-intelligence-machine-learning/tips-to-keep-teens-safe
https://www.healthychildren.org/English/family-life/Media/Pages/are-ai-chatbots-safe-for-kids.aspx
http://healthychildren.org
https://www.thorn.org/research/library/deepfake-nudes-and-young-people/
https://www.internetmatters.org/advice/apps-and-platforms/online-gaming/roblox/
https://info.thorn.org/hubfs/Research/Thorn_24_YouthMonitoring_Report.pdf
https://www.thorn.org/research/
https://parents.thorn.org/
https://www.thorn.org/issue/
https://nofiltr.org/
https://youtu.be/9yQ3fdttbUk?si=7w_27fDLtZHStX6X
https://info.thorn.org/safe-connections-guide

Verizon/Discovery Digital Wellbeing

e Digital Wellness | About Verizon
o Welcome to Parenting In a Digital World | About Verizon
e Digital Citizenship - Discovery
o AlLiteracy
o From Risks to Resilience White Paper
e Fosi - Digital Citizens Program
Security Awareness and Training Service: Education Edition

Other Resources

DHS Know?2Protect
Social Media & Technology Use Information - Candor Health Education
Common Sense Media - learn more about popular games and apps

o Parents' Ultim i Parental Control mmon Sense Medi
Family Media Plan - AAP
STOPTHINK.CONNECT.TM - Chatting with Kids About Being Online
Manage Your Privacy Settings - National Cybersecurity Alliance
Amaze.Org Videos

NPR Articles and Research

NPR: link between youth suicide and screen time, 2025

NPR - tips from teens about social media, 2023

Social Media Detox Tips, 2025

The truth about teens. social media and the mental health crisis - NPR, 2023

Piece about improving teen mental health in 2024

Nihilistic online networks groom minors to commit harm. Her son was one of them - NPR
How to talk to your teen about Al : NPR

For Youth/LGBTQ+

Intern fety Ti K Y fe From Online Cr r

LGBTQ+ Resources for teens | About Q Chat Space, Developing Strong LGBT Centers.
Creating Healthy LGBT Communities.

Stop Sextortion - Get Help - Thorn

Visit TrevorSpace - Join Today & Find Your LGBTQ Community



https://www.verizon.com/about/responsibility/digital-inclusion/digital-wellness
https://www.verizon.com/about/parenting/parenting-in-a-digital-world
https://digitalcitizenship.discoveryeducation.com/?CMP=oth_b_x_pr_oth_pr1_25_10_os_dc_kha
https://digitalcitizenship.discoveryeducation.com/1a92ace0-9e1d-41a6-933a-3afc66f8e729
https://digitalcitizenship.discoveryeducation.com/5e0fabc4-194e-4445-9a5b-53fc2082b16e
https://digitalcitizenship.discoveryeducation.com/player/3ecb4ff4-0b56-40d1-b6a1-f4f9b8a4d64e?back=35a8ddc6-fa42-410b-be21-5891e4bebc6e
https://fosi.org/digital-citizens-program/
https://www.fortinet.com/training/security-awareness-training/education-edition
https://www.dhs.gov/know2protect?gad_source=1&gad_campaignid=22114696228&gbraid=0AAAAAq3BANWZCtN_-HwtbIpxEcZGmyzgE&gclid=CjwKCAiAz_DIBhBJEiwAVH2XwOVNaxqDipaF7mrpTBX8UXY4NZrBmCxUqQ11oXxaxNbuWFni1i387RoCGQAQAvD_BwE
https://candorhealthed.org/parent-information/family-resources/social-media-technology-use-information/
https://www.commonsensemedia.org/
https://www.commonsensemedia.org/articles/parents-ultimate-guide-to-parental-controls
https://www.healthychildren.org/english/fmp/pages/mediaplan.aspx
https://www.cisa.gov/sites/default/files/publications/Chatting%2520with%2520Kids%2520Booklet_0.pdf
https://www.staysafeonline.org/articles/manage-your-privacy-settings#https://staysafeonline.org/stay-safe-online/managing-your-privacy/manage-privacy-settings/
https://amaze.org/us/?topic=personal-safety
https://www.npr.org/sections/shots-health-news/2025/06/18/nx-s1-5436951/jama-screens-teens-addiction-suicide-abcd
https://www.npr.org/sections/health-shots/2023/05/17/1176452284/teens-social-media-phone-habit
https://www.npr.org/sections/health-shots/2023/04/25/1171773181/social-media-teens-mental-health
https://healthscaping.substack.com/p/shocker-teen-mental-health-is-now?r=g7khm&utm_medium=ios&triedRedirect=true&utm_source=substack
https://www.npr.org/2025/08/06/nx-s1-5479882/teen-forums-violent-extremist-grooming
https://www.npr.org/2025/09/13/nx-s1-5506114/why-parents-need-talk-teens-ai-how-to-start-conversation
https://love146.org/online-safety/
https://www.qchatspace.org/Learn-More/LGBTQ-Resources
https://www.qchatspace.org/Learn-More/LGBTQ-Resources
https://www.stopsextortion.com/get-help/
https://www.thetrevorproject.org/visit-trevorspace/

